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Introduction
Microsoft SharePoint Products and Technologies have become widely popular and have
helped everyone—from entire organizations to virtual teams to communities of users—
collaborate and communicate more efficiently and effectively than ever. Because of this,
Windows SharePoint Services and SharePoint Portal Server have been brought to the
forefront in the list of mission critical tools.
Unfortunately, very few organizations have well documented SharePoint backup and
recovery plans. Those that do have such plans generally focus on full disaster scenarios
that involve the loss of an entire environment. These plans generally do not focus on
item level backup and recovery. This is despite the fact that item level problems are
significantly more commonplace and much more likely to occur than a full disaster.
When item recovery does become necessary, it is usually accomplished by the reuploading of content. However, such a re-upload causes a loss of content history, along
with other meta data issues, and destroys many of the benefits of that formed the basis of
putting the content within a SharePoint environment in the first place.
There has been much buzz about the enhanced features available in Microsoft Office
SharePoint Server 2007, particularly in the areas of backup and recovery. While
enhanced backup and recovery tools like a Recycle Bin and differential backups have
been introduced, they do not completely satisfy the needs of SharePoint administrators.
Administrators require tools that allow for fast restore capabilities at the portal, site, and
item level. Because of these requirements, a third party backup and restore tool is still a
necessary item in most MOSS 2007 environments. This paper examines the backup
enhancements native to MOSS 2007, discusses shortfalls, explains why a third-party full
fidelity item level backup and restore solution is required, and details how DocAve by
AvePoint, Inc. addresses this need.
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MOSS 2007 Recycle Bin
One of the main enhancements to Microsoft Office SharePoint Server 2007 is the
addition of a Recycle Bin. For customers who use Windows SharePoint Services 2003,
and who have not added a third-party recycle bin tool to their SharePoint 2003
environment, this is a very welcome addition. Without such a tool, a restore of an entire
content database would be required to bring back a single deleted item, and as those who
have tried such a restore know, this method creates a myriad of other issues.
The MOSS 2007 Recycle Bin is a two-stage recycle bin strategy designed to capture
deletion events and allow for some retention of content before it is discarded. This
Recycle Bin is part of the Web Application settings. These settings are accessed through
the Central Administration Application Management, as shown in Figure 1.

Figure 1: Accessing Web Application Settings

Clicking on the Web Application settings link, as shown in Figure 1 above, will open the
Web Applications settings page. Recycle Bin settings, as shown in Figure 2, are on the
bottom of this page.

Figure 2: Recycle Bin Settings
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Because the Recycle Bin is a Web Application setting, it can only be enabled or disabled
for all of the site collections served by the Web Application; more granular, site level
control is not possible. The first stage of the Recycle Bin is the user level or site level
Recycle Bin, as shown in Figure 3. It is accessible by users and is provides a site level
view of deleted content—it will contain all items deleted from a particular site. The only
adjustment on this bin, as shown in Figure 2, is retention time or the number of days to
keep deleted content. Any changes to the retention time will apply to all site level
Recycle Bins associated with that Web Application.

Figure 3: First Stage Recycle Bin

The second stage of the Recycle Bin is the administrator level or Site Collection Recycle
Bin, as shown in Figure 4. It is only accessible by the administrator, and presents a site
collection level view of deleted content. If there are multiple site collections supported
by the Web Application and Recycle Bin is enabled in the Web Application settings, all
of these site collections will have an independent Site Collection Recycle Bin. The only
adjustment allowed on this recycle bin, as shown in Figure 2, is to disable or add to the
quota size, and again changes will apply to all recycle bins served by that Web
Application.

Figure 4: Site Collection Recycle Bin

When an item is deleted from a SharePoint site, it is moved to the Recycle Bin. It is held
in the first stage Recycle Bin and visible to the end user for the retention time specified
by the administrator. During this time it is also visible to the administrator in the Site
Collection Recycle Bin. A user with permissions to that item can delete it from the first
stage Recycle Bin. If this occurs, the item is still recoverable from the Site Collection
Recycle Bin by the administrator. The site collection Recycle Bin has a view option that
will only display items that have been deleted from end user Recycle Bins in that site
collection.
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One minor issue with this Recycle Bin solution is that it does not allow any granularity
when it comes to restore options. If a user deletes an entire document library, but a single
document needs to be restored, the entire document library must be restored.
An additional issue, and the reason why the Recycle Bin is not considered a true backup
solution, is that it only captures deletion events. Errors, data corruption, or disaster
events are still possible. These problems can occur at the entire farm level or down to the
individual item level, and they will not be covered by Recycle Bin. To address this,
robust backup is required, and this backup needs to provide granular coverage down to
the individual item level.
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MOSS 2007 Native Backup Tools
Central Administration Backup
Microsoft Office SharePoint Server 2007 does offer some native tools for backup. The
first is Backup and Restore through the Central Administration site, as shown in Figure 5.

Figure 5: Backup and Restore Tool in Central Administration

Using this tool, a backup can be performed at various levels, the highest level being the
entire SharePoint farm and the lowest level being an entire content database. A
screenshot of this is shown in Figure 6. It should be noted that this tool does not offer a
great deal of granularity and does not provide coverage at the site, subsite, or item level.

Figure 6: Central Administration Backup Process Builder

Besides allowing you to pick what to backup up, to the extent described above, this tool
also lets you choose a full or differential backup. A differential backup only captures
changes since the last full backup, and therefore is quicker to run. Best practices
generally call for executing a full backup weekly and incremental backups daily, though
this can be adjusted depending on the sensitivity of the data in the site collection or farm.
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The tool also allows the administrator to specify the backup location and provides an
estimate of the disk space required. These settings are shown in Figure 7.

Figure 7: Central Administration Backup Settings

Besides only providing granularity to the content database level, one serious shortcoming
with this tool is that it does not natively contain any scheduling options. Thus an
administrator will need to manually kickoff the backup processes each time it needs to be
run or write a customized program to perform backups. An example of a completed
backup job is shown in Figure 8.

Figure 8: Completed Central Administration Backup
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When it comes to restore, this tool walks you through a four step process. The first step
is to specify the location of the backup files, as shown in Figure 9. The next step is to
choose which backup file to perform the restore from. Once a file is chosen, the content
of the file is displayed.

Figure 9: Specifying Location of Backup Files

In step 3, the content of the backup file to be restored can chosen, as shown in Figure 10.
However, the granularity in choosing what to restore is very limited, as it was when
choosing what to include in the backup.

Figure 10: Selecting Content to Restore
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When performing the restore, the tool allows two options— Overwrite and Create New,
as shown in Figure 11. The Overwrite option will overwrite all existing content with the
content from the backup file, while the Create New option will create a separate duplicate
copy without affecting existing content. When choosing Create New, name changes can
also be applied. A restore job is kicked off right away when selected, as again there are
no scheduling options.

Figure 11: Restore Options

It should also be noted that this backup tool is not very robust. Errors or corruption in the
backup file will cause the restore process to fail. Thus, it is good practice to backup the
backup files and to consider a more frequent backup schedule.
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Command-line Backup
In addition to this tool, Microsoft Office SharePoint Server 2007 also contains the
command-line backup tools smigrate and stsadm. These appear to be the same tools
contained in SharePoint 2003, and thus have the same issues. Stsadm must be executed
on the local server by a properly permissioned administrator. In function, it provides the
same coverage as the Central Administration backup above. Smigrate does not require
administrator permissions on the local server, but it is not a full-fidelity backup and will
lose some customizations and security settings. Stsadm export and import are also
available, but this is no more than a combination of the SharePoint 2003 stsadm and
smigrate commands mentioned above. General usage information for stsadm export is
shown in Figure 12. General usage information for stsadm import is shown in Figure 13.

Figure 12: Stsadm Export General Usage Info
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Figure 13: Stsadm Import General Usage Info

These tools are cumbersome manual command-line processes. While they are useful for
performing various administrator tasks by a skilled administrator, they do not provide a
true backup solution.
Thus the native backup tools in Microsoft Office SharePoint Server 2007 lack the needed
automation, robustness, and granularity to provide full coverage of a SharePoint
environment. With the above tools, the administrator has to manually control the backup
processes by initiating various backups on a frequent basis or writing and managing a
customized program to initiate these backups. When error or corruption events occur
within the SharePoint environment at the item level, the administrator has to locate the
proper backup and determine the best restore strategy. If the backup being used is from
the Central Administration interface or from an stsadm backup, there is some limited
granularity possible in the restore. This granularity helps, but there are still issues. If an
overwrite is performed, any new content or changes since the last backup may be lost. If
the Create New option is used, additional space will be required, content will need to be
manually moved from the duplicated sites, and meta data and security issues can result.
If the restore is being performed from an smigrate backup, customizations and security
settings will be lost. Thus each available option has serious shortcomings. As with
previous versions of SharePoint, the only complete backup solution available is to utilize
a third-party tool.
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AvePoint Inc’s Backup Solutions for MOSS 2007
AvePoint’s item level backup and restore product, DocAve 4.0, addresses all of the
shortcomings inherent in the native backup and restore functionality in Microsoft Office
SharePoint Server 2007 and further extends the administrators ability to properly manage
their SharePoint environment. DocAve has been in existence since SharePoint 2001, and
was the first item level backup and restore solution available for both SharePoint 2001
and 2003. The latest version, DocAve 4.0, expands DocAve from a backup and recovery
tool to a full management platform. This is because DocAve 4.0 utilizes a scalable
client-server deployment strategy that allows for deployment across multiple SharePoint
instances, while enabling management and control from a single centralized browserbased interface. This architecture is depicted in Figure 14.
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Figure 14: DocAve System Architecture

As shown in Figure 14, DocAve 4.0 Clients can be deployed on a front-end web server in
each SharePoint environment. These clients are a light systems process, and do not use a
significant amount of resources. The clients communicate with the DocAve 4.0 Server,
which can be accessed via a web browser. While the figure depicts the DocAve 4.0
Client and Server installed on separate machines, they could be installed on the same
machine.

13

In addition, a DocAve 4.0 Media Server can be designated to provide dedicated
computing resources for DocAve 4.0 Server. Each DocAve 4.0 Server installation
includes installation of DocAve Web Service, DocAve Network Service, DocAve
Database Service, and DocAve Media Service. Each of these services can be run on
separate dedicated machines, and thus there can be multiple dedicated Media Servers.
The Media Servers performs the actual SharePoint data backup, thus effectively
distributing the backup work load across multiple physical servers. Backup data on the
Media Server supports full text indexing and search, and can also be encrypted and
compressed.
DocAve 4.0 Server can also direct two DocAve 4.0 Clients to communicate with each
other, allowing the transfer of SharePoint contents between SharePoint environments.
Special care was taken in the DocAve 4.0 software architecture to ensure that this
communication can survive very noisy or even intermittent data channels. Strenuous
quality assurance tests on data packet fault tolerance included performing back ups and
restores of SharePoint data across the Pacific Ocean for a period of three days, where
Ethernet cables were intermittently unplugged to simulate disrupted data
communications. Successful results from such data transfer tests showcased the strength
of DocAve 4.0’s data packet level fault tolerance features.
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To address the shortcomings of the native backup and restore options in SharePoint,
DocAve 4.0 provides granularity down to the item level in both backup and restore. The
DocAve 4.0 interface is shown in Figure 15. It should be noted that DocAve 4.0 also
includes modules covering disaster recovery, content management, archiving, auditing,
and migration, though we will focus on the backup and restore functionalities. The
manager window contains modules for performing either a site, subsite, or item level
backup. Each of these modules will allow you to perform a full backup of the entire
SharePoint environment, but the differentiation here is on the granularity of the restore.
For example, if a full backup of a SharePoint farm were performed utilizing the item
level module, the granularity on a restore from that backup would be down to a single
individual item, such as a single version of a document, within that farm. If a full backup
of a SharePoint farm were performed utilizing the site level module, the granularity on a
restore from that backup would be available down to an individual site within that farm.

Figure 15: DocAve 4.0 Interface
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A natural question that arises is why use the site level module, if the item level module
provides more functionality. One reason is speed. While the item level module has been
tested to perform at approximately 30 gigabytes per hour per plan, a site level backup is
slightly faster at 35 gigabytes per hour per plan. Another common use of site level
backup is the moving or promoting of a site. This is accomplished by performing an out
of place restore. An administrator might also choose to only perform a site level backup
on less mission critical sites or site collections. In addition, the site level module can be
used to supplement the item level module. For example, site level backups on content
could be performed every few hours, while item level backups might be performed once
per day. The subsite level backup provides even more flexibility in developing backup
strategies.
The backup and restore modules in DocAve consist of two units, the Backup Builder and
the Restore Controller. Backup plans are created utilizing the Backup Builder. Two
modes are available to select content to include in a backup plan, tree mode and filter
mode. In the tree mode, shown in Figure 16, content is selected by drilling down through
the tree structure of the SharePoint environment. The tree can be drilled down to
individual folders. Content is selected by placing a check next to the tree item.

Figure 16: DocAve Backup Builder, Tree Mode
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In filter mode, shown in Figure 17, content can be selected using simple and/or/negate
logic. Available filters include sites, webs, lists, folders, files, and list items. Using this
mode, administrators can quickly develop business rule aware backup strategies. For
example, a plan can be created that performs a backup of the HR and Marketing
SharePoint sites on a daily basis, but excludes any mp3 files on those sites. These two
modes of designing backup plans offer significant advantages over the native backup
options. Instead of being limited by the restraints inherent in the native backup tools,
administrators can design plans to meet specific business needs.

Figure 17: DocAve Backup Builder, Filter Mode

While the native backup tools require administrators to write custom programs to
schedule backups, the DocAve Backup Builder contains a simple scheduling agent. This
is shown in Figure 16. Each backup plan can contain up to 6 independent schedules
within the plan, and numerous backup plans can be constructed. This allows for near
limitless scheduling options.
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In addition, while the native backup tool offers only full and incremental options,
DocAve also offers a differential option. An incremental backup performs a backup of
any changes since the last completed backup. If a full backup is done weekly followed
by daily incremental backups, the full backup plus all the incremental backups are
required. If an incremental backup in the chain is lost, then later incremental backups
will lose their connectivity. With a differential backup, any changes since the last full
backup are captured. Thus all that is required is the full backup and the last differential
backup.
When performing a restore, the Restore Controller, shown in Figure 18, allows the
administrator to search the backup files. Content to be restored can be selected either
through a tree mode view of the backup contents or by using search mode. In tree mode,
granularity is available down to the item level, for example a specific individual version
of a single document can be selected to be restored. The restore can also be started
immediately or scheduled to occur at a later time. The restore can also be done in place,
or back to the location it was originally when the backup was performed, or out of place,
which can be anywhere within any SharePoint instance.

Figure 18: DocAve Restore Controller
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Two further enhanced features that DocAve 4.0 offers over the native backup tools are
notification and logging. The notification settings, shown in Figure 19, can be set up to
notify administrators when jobs are completed. Either a summary or a detailed report can
be chosen to be sent. Multiple recipients can be entered for each report.

Figure 19: DocAve Notification Settings
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The DocAve Log Manager, shown in Figure 20, allows for logging of both DocAve itself
and the backup and restore processes. Various logging options are available. The exact
logs and their level can be selected through the Log Level Settings. The amount of log
data to retain can be controlled via Log Data Pruning.

Figure 20: DocAve Log Manager
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One further significant enhancement over the native backup tools is backup data retention
management. With the default SharePoint backup tools, the administrator needs to
manage the backup files manually, deleting files as they become out of date and obsolete
or writing custom programs to do so. DocAve 4.0 offers the ability to manage backup
data retention policies. By adjusting the Data Retention Settings, shown in Figure 21,
administrators can specify exactly how much backup data to keep. Cleaning of old
backup data can be triggered by either the start or completion of a specific type of backup
job. Data Coalescing is also available through the Data Retention settings. Data
Coalescing merges or collapses both incremental or differential backup data onto the
previous full backup. This saves disk space needed to store backup data and can allow
administrators to effectively stretch out backup cycles without the added risk of losing
incremental data.

Figure 21: DocAve Data Retention Settings
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Conclusion
In conclusion, while Microsoft Office SharePoint Server 2007 does offer some additional
features and enhancements over Windows SharePoint Services 2003 when it comes to
backup and recovery, in the end these improvements do not change the fact that a thirdparty tool is required to provide full robust automated backups at all the necessary levels.
DocAve offers numerous enhancements over the native backup and restore tools and
addresses all of the shortcomings inherent in these native tools.
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Other AvePoint Solutions for MOSS 2007
Besides item-level backup and recovery for MOSS 2007, AvePoint offers other valueadded solutions to address the SharePoint administrators’ need for enterprise-strength
SharePoint item-level archiving, auditing, and disaster recovery. Please visit us on the
web or contact an AvePoint representative near you to find out more information.
• DocAve 4.0 Archiver
• DocAve 4.0 Auditor
• DocAve 4.0 Content Manager
• DocAve 4.0 Migrator
• DocAve 4.0 SPDR (SharePoint Disaster Recovery)
• DocAve 4.0 SharePoint TrashBin
A 30-day free trial of all AvePoint solutions is available for download via the web at
http://www.avepoint.com/download/download.htm
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